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These Terms of Service set forth the conditions upon which Data Send UK provides its proprietary Data 
Room service. Your compliance with this Agreement is expressed by clicking “Accept” when entering 
the Data Room, at which point you agree to be bound by this Terms of Service Agreement. Data Send 
UK reserves the right to make revisions to the Terms of Service and by continuing to use the service 
you agree to be automatically bound by the revised Terms of Service. 

General Terms 
 

1. You are responsible for maintaining the security of your Account and password. Data Send UK 
is not liable for any loss or damage from your failure to maintain adequate security. 

2. You are responsible for all data uploaded and downloaded and all other activity that occurs 
under your Account, even if the data is uploaded or downloaded by another person. 

3. You may not use the Service for any illegal, inappropriate or unauthorised purpose. In your 
use of the service, you must not violate any laws (including but not limited to copyright 
laws).  

4. As long as this Agreement is in force and you are complying with all of its terms, we give you 
permission to use the Service. Otherwise, you are not permitted to use the Service. 

If you violate any of these agreement terms, we may, at our sole discretion, terminate your Account. 
While we try to prohibit illegal, inappropriate or unauthorised conduct and content on the Service, you 
understand and agree that we are not responsible for the data uploaded to, and accessed by, the 
Service, and it is possible that you may be exposed to such materials. You agree to use the Service at 
your own risk. 

Data Processing Agreement 
This Data Processing Agreement (“DPA”) is entered into between the Customer, as defined in the 
Agreement (“Customer or Customer and when applicable their sub users”), and Data Send UK 
Ltd, with registered office at 20-22 Wenlock Road, London, N1 7GU, England, United Kingdom. (Data 
Send UK Ltd” or “Provider”). The Customer including when applicable their sub users and the 
Provider may be referred to herein individually as the “Party” and collectively as the “Parties”. 

Whereas: 
 
A: The ‘Customer’ entered into the Provider’s Terms of Service with the Provider (“Agreement”) 
according to which the Provider will provide services to the Customer (“Service”). 
 
B: To provide the Service, the Provider will process personal data as a data processor on behalf of the 
Customer and, when applicable, their sub users. In addition, there are processing operations carried 
out by Data Send UK for its own business purposes in its role as an ‘autonomous data controller’. 
 
C: The Parties agree that clauses 2 to 10 of this DPA apply to any processing of personal data 
carried out by the Provider as data processor. The processing activities and personal data 
processed by the Provider on behalf of the Customer are described in Annex I of this DPA. 
 
D: The Parties agree that clause 11 of this DPA applies to the processing operations carried out by 
Data Send UK in its role as an ‘autonomous data controller’ and for its own purposes (as better 
described in clause 11 of this DPA). 
 
E: The Parties enter into this DPA, which is hereby incorporated into the Agreement, in order to 
ensure that they comply with Applicable Privacy Law (as defined below) and establish safeguards 
and procedures for the lawful processing of personal data. 
 
Therefore, the Parties agree as follows: 
 
 



 
 

1. Definitions. 
 
When used in this DPA, the following terms have the following meanings. 
 

1.1 “Adequacy Decision” means a legally binding decision originally issued by the European 
Commission, allowing the uninterrupted personal data flow from the transfer of Personal Data from the 
EEA to a third country that has been considered adequate in terms of data protection safeguards. The 
UK’s revised data protection regime, including the Data (Use and Access) Act, maintains standards 
"essentially equivalent" to EU regulations allowing for transfers from the UK to the EEA and to a third 
country that has been considered adequate in terms of data protection safeguards. 
 
1.2 “Agreement” as defined in recital A. 
 
1.3 “Applicable Privacy Law” means all applicable UK data protection laws and regulations, including 
but not limited to the (“UK GDPR”) and the Data (Use and Access) Act. 
 
1.4 “Content” means any file(s) the Customer (and when applicable their sub users) uploads with the 
Provider’s Service. 
 
1.5 “Data Controller” means the entity which, alone or jointly with others, determines the purposes 
and means of the Processing of Personal Data. 
 
1.6 “Data Processor” means the entity that processes Personal Data on behalf of the Data Controller. 
 
1.7 “Data Subject” means an identified or identifiable natural person to which the Personal Data 
Pertains. 
 
1.8 “Data Subjects’ Rights” means the rights which Data Subjects are entitled to under the 
Applicable Privacy Law, including but not limited to the right to request access to, rectification or 
erasure of Personal Data, to request the restriction of Processing concerning the Data Subject or to 
object to Processing, as well as the right to data portability. 
 
1.9 “Illegal Content” means Content that: (1) features CSAM (child sexual abuse material); (2) is 
obscene, defamatory, libelous, slanderous, profane, indecent, discriminating, threatening, abusive, 
harmful, lewd, vulgar, or unlawful; (3) promotes racism, violence or hatred; (4) is factually 
inaccurate, false, misleading, misrepresenting or deceptive; (5) you don’t hold the rights to; (6) 
infringes, violates or misappropriates intellectual property rights, privacy rights, including data 
protection rights, and/or any other kind of rights; (7) infringes on or violates any applicable law or 
regulation; and/or (8) constitutes ‘hate speech’, whether directed at an individual or a group, and 
whether based upon the race, sex, creed, national origin, religious affiliation, sexual orientation, 
language or another characteristic of such individual or group. 
 
1.10 “Personal Data” means information that the Data Processor processes on behalf of the Data 
Controller that identifies, relates to, describes, is reasonably capable of being associated with, or 
could reasonably be linked, directly or indirectly, to a Data Subject. 
 
1.11 “Personal Data Breach” means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, 
stored or otherwise processed. 
 
1.12 “Processing” means any operation or set of operations which is performed on Personal Data or 
on sets of Personal Data, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, erasure or destruction. 
 
1.13 “Service” means the services and activities regulated by the Agreement. 
 
1.14 “Sub-processor” means an entity engaged by the Data Processor to assist it in (or who 
undertakes any) processing of Personal Data in the performance of the Data Processor’s obligations 
pursuant to the DPA. 
 

1.15 “Transfer Mechanism” means the service Data Send UK provides to its customers and when 
applicable their sub users, in accordance with its role as an ‘autonomous Data Controller’. 
 
 



 
 

2. Obligations of the Customer & when applicable their sub users. 
 
2.1. The Customer and when applicable their sub users, agree that in order for the Provider to provide 
the Service, they shall provide the Provider with Personal Data. 
 
2.2. The Customer and when applicable their sub users, are responsible for assessing and ensuring that 
the Processing of Personal Data is legitimate and in compliance with Applicable Privacy Law. 
 
2.3. The Customer and when applicable their sub users, represents and warrants that it has an 
appropriate legal basis to process and disclose Personal Data to the Provider as part of the provision of 
the Service. 
 
2.4. The Customer and when applicable their sub users, represents and warrants that it fully complies 
with the Applicable Privacy Law, indemnifying the Provider against all damages, costs, and losses 
incurred as a result of any breach by the Customer and when applicable their sub users, of the 
provisions of the Applicable Privacy Law. 
 
2.5. It’s the Customer’s responsibility to provide written instructions to the Provider. The Customer and 
when applicable their sub users who may use the service, warrants that any instructions provided are 
in accordance with the Applicable Privacy Law. Verbal instructions issued by the Customer to the 
Provider must be confirmed in writing without delay, but in any case, no later than 5 working days after 
providing the verbal instructions. 
 
 

3. Obligations of the Provider 
 
The Provider agrees to: 
 
3.1. Ensure the confidentiality of the Personal Data that it learns or becomes aware of in the 
performance of the Service or the Agreement and comply with the instructions given by the 
Customer. 
 
3.2. Process Personal Data (which is not Personal Data that is uploaded within the Content) only in 
accordance with its role as an ‘autonomous Data Controller’ in order to provide the service as defined in 
(clause 11) of this agreement, unless required by law to do otherwise. The Customer and when 
applicable their sub users, acknowledges and agrees that the Provider does not access Content data 
under normal operating procedures in any way, but reserves the right to, prevent, detect, block and 
delete Illegal Content. 
 
3.3. Except as otherwise expressly permitted by Applicable Privacy Law, not retain, use, disclose, or 
otherwise process Personal Data for any purpose other than those specified in this DPA. 
 
3.4. Limit access to any stored data to restricted personnel only, in accordance with its ISO27001 
certification requirements. Access is restricted to Data Sends Information Security Manager only, who 
may need to perform an activity requested by the customer, in order to provide the appropriate level of 
technical support. In the unlikely event that data must be accessed, written permission from the 
Customer will be obtained in advance before any action is taken. 
 
3.5. In accordance with Applicable Privacy Law, implement adequate operational, technical and 
organisational measures to ensure the confidentiality, integrity, and availability of Personal Data and to 
eliminate or, in any case, to minimise any risk of destruction or loss of data, whether or not 
accidental, and of unauthorised or non-compliant processing, taking into account (1) the current 
state of the art and technical progress, (2) the risks associated with the data processed, and (3) 
the nature of the data. These measures are listed in Annex 2 of this DPA. 
 
3.6. Cooperate with and assist the Customer in ensuring its compliance with its obligations under 
Applicable Privacy Law, including but not limited to assisting with data protection impact 
assessments, audits, and consultations with regulatory bodies, taking into account the level of 
the Processing performed by the Provider and the information available to them at the time. The 
Customer and when applicable their sub users, acknowledge that Data Send UK may only be able to 
provide limited assistance once any data is no longer held on the Providers servers. 
 

3.7. Provide the personnel authorised to process Personal Data with instructions on the operations to 
perform in compliance with the Provider’s obligations under this DPA and in-line with the providers 
ISO27001 certification, ensuring that the instructions given are duly observed, and the authorised 
personnel are under an appropriate obligation of confidentiality. 



 
 

 
 
3.8. Cooperate in good faith with the Customer to ensure compliance with this DPA, assist the 
Customer in complying with its obligations under the Applicable Privacy Law, and make available 
to the Data Controller all information necessary to demonstrate compliance with the Applicable 
Privacy Law. 
 
3.9. Notify the Customer, unless legally prohibited from doing so, after having become aware of any 
communication with the relevant Supervisory Authority, courts, law enforcement authorities, or 
other public authorities in relation to the Processing of Personal Data regulated by this DPA. 
 
3.10. Immediately inform the Customer when, in the Provider’s opinion, an instruction received from 
the Customer violates the Applicable Privacy Law. 
 
4. Authorisation for Sub-processing 
 
4.1. The Customer acknowledges, agrees, and consents that, for the sole and exclusive purpose of 
providing the Service and subject always to compliance with the terms of this DPA, Personal Data may 
be processed by the Provider and its Sub-processors. 
 
4.2. The Customer hereby authorises the Provider to engage Sub-processors subject to the conditions 
that the Provider: - 
i. enters into a written agreement with the Sub-processor containing the same obligations 
as set out in this DPA or, in any case, ensures that the Sub-processor offers no fewer 
guarantees than those offered by the Provider in this DPA; ii. assesses the Sub-processor and remains 
liable for the actions or omissions of the Sub-processor with regard to its obligations under this DPA; iii. 
makes available a list of the Sub-processors upon request of the Customer. The Provider will provide 
reasonable notice to the Customer of the engagement of any new Sub-processor. 
 
NOTE: Data Send UK (Provider) does not currently engage any sub processors or foresee any need to 
in the future in order to provide its services. 
 
4.3. The Customer may reasonably object in writing to the use of a new Sub-processor within ten (10) 
calendar days of notice, provided that such objection is based on reasonable grounds relating to data 
protection, and subject to the termination and liability clauses of the Agreement. In the event 
of an objection, the Provider and the Customer will discuss such concerns in good faith. 
 
 
5. Transfers of Personal Data 
 
5.1. If the Customer is a UK or EEA based Customer, and the provision of the Service entails Personal 
Data being uploaded to the service that will then be accessed from a country outside the UK or EEA, 
the Parties will rely on an Adequacy Decision issued by countries involved. Where such Adequacy 
Decision is not available or effective, the Parties agree that Data Send UK shall not be responsible for 
any transfers of Personal Data outside the UK or European Economic Area, which occur when Users 
access the service through a web browser from a country, or territory outside the UK or European 
Economic Area. 
 
5.2. If the Customer is based in a country outside of the UK or EEA, they must use the service in 
accordance with and ensuring that the Processing of Personal Data is legitimate and in compliance with 
all Applicable Privacy Laws and Regulations of the local countries involved. 
 
 
 
6. Data Subjects’ Rights 
 
6.1. Taking into account the nature of the processing, the Provider will assist the Customer in the 
fulfilment of the Customer’s obligations, under the Applicable Privacy Law, to respond to requests 
to exercise Data Subjects’ Rights, by means of appropriate technical and organisational measures. 
 
6.2. The Provider will cooperate with and assist the Customer, in responding to Data Subjects’ Rights 
requests in a timely and lawful manner, and provide such information as may reasonably be required to 
respond to Data Subjects’ Rights, or otherwise to enable the Customer to comply with 
its duties related to Data Subjects' Rights under the Applicable Privacy Law. 
 
6.3. In the event the Provider receives a request directly from a Data Subject relating to Personal Data, 
the Provider will immediately notify the Customer, and at the Customer’s direction, act on behalf of 
the Customer in accordance with the Customer’s instructions for responding to such requests. 
 



 
 

 
7. Right to audit 
 
7.1. At the Customer’s written request, the Provider will provide the Customer with all the relevant and 
reasonable information in the form of documentation to demonstrate the Provider’s compliance 
with its obligations set forth in this DPA. Data Send UK’s certification to the internationally recognised 
standard ISO27001 shall be seen as ‘adequate information’ to be supplied along with any supporting 
evidence. 
 
7.2. Should the Customer show that the documents and information provided do not sufficiently 
demonstrate the Provider’s compliance, the Provider will allow for and contribute to an audit 
conducted by the Customer by making available to the Data Controller additional documents and 
information reasonably requested that demonstrate the Provider’s compliance with its obligations 
set forth in this DPA. 
 
7.3. A remote audit only, can be performed and only if strictly necessary during the Provider’s normal 
working days and normal working hours, no more than once per year or if requested by a relevant 
authority, subject to notice given 90 (ninety) days in advance. The Customer shall ensure minimal 
disruption to the business of the Provider. Upon the Provider’s request, the Customer shall provide a 
copy of the audit report to the Provider. 
 
7.4. Any information gathered on the Provider’s activities will be subject to a specific confidentiality 
agreement between the Parties. 
 
7.5. The Customer shall bear the full costs of any audit that is requested, including any costs in time 
and resources made by the Provider due to the request. 
 
 
8. Personal Data Breach 
 
8.1. Upon receiving knowledge of a Personal Data Breach of the Customer’s Personal Data, the Provider 
will notify the Customer without undue delay in a timely and lawful manner. 
 
8.2. With respect to each Personal Data Breach, the Provider shall provide all assistance to the 
Customer that can reasonably be expected of the Provider, including the provision of adequate 
information regarding the breach, inquiries from authorities, limiting the impact of the breach and 
the Customer’s damage as a result of the breach. 
 
8.3. The Provider shall promptly adopt adequate corrective measures to remedy a Personal Data 
Breach and shall cooperate with the Customer to develop and implement an action plan to address the 
Personal Data Breach in accordance with Applicable Privacy law. 
 
8.4. The Provider in the event of a “Security Breach” shall notify all parties in a timely and lawful 
manner as required under the Applicable Data Protection Law and will provide co-operation, as may 
reasonably be required in relation to any complaint, notice, communication or request which is notified 
to the Customer. 

 
 
9. Liability and Indemnity 
 
9.1. In the event of breach of this DPA by the Provider, the Customer will be entitled to withdraw from 
the Agreement at no cost and without penalties, unless the Provider adopts the corrective measures 
required by the Customer. 
 
9.2. The Provider agrees to maintain sufficient financial and personnel resources to fulfil its obligations 
arising from the DPA. 
 
9.3. The Customer and when applicable their clients, shall defend, indemnify and hold harmless the 
Provider (including its employee’s and affiliates) from and against any claims, incidents, liabilities, 
procedures, damages, losses and expenses (including legal fees) arising out of or in any way connected 
with the use of the Service, or breach of this DPA, including any third-party claims that the Content 
Uploaded when using the Service through the Customer’s service account infringes or violates any third 
party rights. 
 
9.4. The Provider makes no warranty that the service will be available on an uninterrupted or error free 
basis. In no event will the Provider be liable to you or to any third party for damages of any kind out of 
or in connection with the use of its services.  



 
 

 
10. Return and Deletion of Personal Data 
 
10.1. The Customer and when applicable their sub users (if download permission has been granted) 
can download folders from within the Data Room in the form of a zip archive. This provides the ability 
to make back up files of the Data Room Content. On Termination of the contract period, a grace period 
of time (14 days) is allowed for the Customer to do such backups. Once this has been completed by the 
Customer, confirmation in writing is required to the Provider so they can then go ahead and 
permanently remove all data and associated records associated to the Customers account. 
 
10.2. The Customer shall reimburse the Provider for any additional costs arising from the return of the 
Personal Data. 
 
 
11. Processing carried out as an autonomous Data Controller 
 
11.1. The Customer acknowledges that personal data involved in the Service which are not part of the 
Content Uploaded, including but not limited to the Customer’s account details, account details of team 
members of the Customer, the Customer’s email address(es), email address(es) of sub users and 
team members, payment details, device data and metadata, are processed by Data Send UK for the 
following autonomous further purposes in its quality as autonomous Data Controller: (1) establish, 
exercise, or defend rights of Data Send UK and its affiliates, including proving the correct execution 
of the Service, (2) comply with legal or regulatory obligations applicable to the processing and 
retention of data to which Data Send UK is subject, (3) ensure and improve the quality and the proper 
functioning of the Service, including by analysing, preventing or correcting failures and bugs, as 
well as the illicit use or misuse of the Services, and (4) enforce the Agreement and enhance the 
safety and integrity of the Service. 
 
11.2. The Customer and when applicable their associated sub users, acknowledges that personal data 
involved in the Service which is part of the Content uploaded, is not accessed by Data Send UK under 
normal service and business operations. Data Send UK is only providing a Secure Transfer Mechanism 
within in its role defined as an autonomous Data Controller. In the unlikely event that Content stored 
needs to be accessed, then written authorisation in accordance with Applicable Privacy Law must be 
obtained from the Customer in advance before any action is taken by Data Send UK. 
 
11.2. For any communication and request regarding the processing operations carried out according to 
this clause, Data Send UK can be reached at privacy@datasend.co.uk 
 
11.3. When clause 11.1. applies, the Customer and Data Send UK undertake to process the personal 
data in accordance with Applicable Privacy Law. In particular, the Customer and Data Send UK will be 
liable to make sure they have a legal basis for collecting and processing the personal data, will provide 
transparent information to data subjects about the processing as well as carry out any other 
assessment or actions required by the Applicable Privacy Law. 
 
 
12. Miscellaneous 
 
12.1. All communications relating to this DPA and privacy matters, directed to the Provider, must be 
addressed to the contacts specified in Annex I of this DPA. All communications related to this DPA and 
privacy matters, directed to the Customer, must be addressed to the email address provided by the 
Customer during the subscription to the Agreement or otherwise agreed upon. Each Party will notify 
the other of any update in its contact details. 
 
12.2. This DPA will remain in effect for the term of the Agreement and, in any event, during the 
performance of the Service, in which case it will terminate upon completion of the Service, subject to 
Clause 10 (Return and Deletion of Personal Data). 
 
12.3. Any obligations under this Agreement that by their nature are intended to survive after 
termination of the Agreement will continue to apply after termination. 
 
12.4. All provisions in this DPA are an integral part of the general relationship between the Customer 
and the Provider. The performance of this DPA will not result in the recognition of any specific 
consideration, remuneration, indemnification, compensation or reimbursement in favour of the Provider 
in addition to that established in the Agreement. 
 
12.5. In the event of a conflict between the terms of this DPA and the Agreement, this DPA will prevail. 
 
 
 



 
 

General Terms of Service 
 
13. Copyright and Data Ownership 
 
 
13.1. The Provider claims no intellectual property rights over the Content data uploaded to the service. 
Your uploaded materials remain yours. The Provider does not pre-screen uploaded data, but has the 
right (but not the obligation) in its sole discretion to refuse or remove any data that is available via the 
Service. 

13.2. The look and feel of the service, as well as software code written to create the Service, is 
copyrightable material owned by the Provider and its partners, and all rights are reserved. You may not 
duplicate, copy, or reuse any portion of any material comprising the service except according to the 
terms of this Agreement without express written permission from The Provider and its partners. 
 
 

14. Copyright Policy  

14.1. The Provider respects the intellectual property rights of others and expects its Customers’ and 
when applicable their sub users to do the same. The unauthorised copying, modification, distribution, 
public display, or public performance of copyrighted work is an infringement of the copyright holder’s 
rights. You must have permission from the copyright holder in order to use the service to upload the 
Content data. 

14.2. If a Customer and when applicable their sub users are in breach of this "Copyright Policy" then 
the Provider will contact the Customer directly to discuss the problem and remove all offending files 
from its servers immediately without notice. The Provider will suspend the users account if the problem 
persists. 

 
15. Trademarks 

15.1. Data Send UK, the Data Send logo and all other information appearing on the services are owned 
by Data Send UK.  

16. Privacy Policy 
 
16.1. The Providers Privacy Policy also forms part of this “Terms of Service Agreement” and can be 
viewed on the Providers website on the following link: - https://www.datasend.co.uk/privacy.html 
 
 
17. Cancellation  

The Data Room service contract runs for the period of time chosen by the Customer when initially 
purchasing the subscription and also when purchasing a renewal of the subscription. The Customer can 
request the closure of the Data Room (cancel subscription) within this period at any time, by contacting 
the Provider. The provider will then perform the closure steps with the Customer subject to Clause 10 
(Return and Deletion of Personal Data). No refunds can be given if the Data Room is closed early within 
a contract period. 
 
18. Agreement 

18.1. These Terms of Service and Data Processing Agreement are the exclusive agreement between 
Data Send UK (Provider) and the “Customer and when applicable their associated sub users” regarding 
the use of its services.  

 

 

 

 

 

 



 
 

ANNEX I - Description of Processing where the Provider acts as a Data Processor 
 

A. LIST OF PARTIES 
 

Data exporter: Customer and when applicable their clients 
 

Name: Name as listed in the Customer’s account 

Address: address as listed in the Customer’s account 

Contact person: Account owner listed in the Customer’s account. 
 
Activities relevant to the data transferred under these Clauses: Activities described in Section B. below. 
 
Role (controller/processor): Data Controller 
 
 
 

Data importer: Provider 
 
Name: Data Send UK Ltd 
 
Address: 20-22 Wenlock Road, London, N1 7GU, United Kingdom 
 
Contact Person: Information Security Manager, privacy@datasend.co.uk 
 
Activities relevant to the data transferred under these Clauses: Activities described in Section B below. 
 
Role (controller/processor): Data Processor (see nature of processing in section B) 
 
 
 

B. DESCRIPTION OF PROCESSING AND TRANSFER 
 

Categories of data subjects whose personal data is transferred 
 

Data Subjects mentioned or represented in the Content uploaded. 
 

Categories of personal data transferred 
 
Any Personal Data included in the Content. 
 

The frequency of the transfer (e.g. whether the data is transferred on a one-off or 
continuous basis) 
 
Can be on a one-off or on a continuous basis through the use of the Service. 
 

Nature of the processing 
 
The Provider will process the Personal Data only for the purpose of providing the Service to the 
Customer and only in accordance with its role defined as an autonomous Data Controller. The Customer 
and when applicable their sub users acknowledge that Data Send UK do not access any uploaded 
Content data in any way as part of its normal business operating procedures. 
 
 
Purpose(s) of the data transfer and further processing 
 
Provision of the Service. 



 
 

 
 
The period for which the personal data will be retained 
 
Personal Data that is not part of the Content will be retained as long as the Customer remains with an 
active subscription to the service. While data is held the Customer can delete the Content at any time. 
 
For transfers to (sub-) processors 
 
Data Send UK does not engage the services of any sub processors. 
 
 

C. COMPETENT SUPERVISORY AUTHORITY 
 

The competent supervisory authority in the UK is the Information Commissioners Office (ICO) 
 

 
 

ANNEX II - Technical and organisational security measures 
 
 
ICO Guidance Statement - Adherence to an approved code of conduct or certification scheme may be 
used as a way of demonstrating compliance with security obligations. 
 
 
Data Send UK (Provider) is certified to the ISO27001:2022 (information security standard).  
The Provider protects the Customer’s data according to those standards. 
 
This certification is recognised globally for information security standards. In order to maintain this 
certification, the appropriate security measures to provide the service have to be in place and evidence 
provided during annual audits by the British Assessment Bureau. This ensures the Provider meets the 
following criteria for the provision of a ‘secure file transfer mechanism’ 
 
- data encryption in transit and while stored on its servers 
- advanced network monitoring and intrusion detection systems 
- regular encrypted data backup of Content held on its servers 
- processes in place to regularly test the effectiveness of all measures 
 
1. Data Access Controls: 
The Provider ensures that Personal Data is accessible and manageable only by properly authorised staff 
who need access to perform their daily business administration tasks. The Provider does not need to  
(and does not under normal operations) access any of the Content data that is uploaded and stored on 
its servers and if the unlikely event arises that they need to, written authorisation from the Customer 
will be obtained in advance before any activity is actioned. The Providers designated Information 
Security Manager is the only staff member who can perform this task. 
 
2. Transmission Controls: 
The Provider ensures that Personal Data cannot be read, copied, modified or removed without 
authorisation during electronic transmission or transport from the Customer and when applicable their 
sub users, to the Provider. Transfers are encrypted when they are uploaded/downloaded via https 
connection, and while they are hosted on the server of the Provider. 
 
3. Input Controls: 
The Provider shall take reasonable measures to ensure that (i) the Personal Data source is under the 
control of the Customer and accessible to the Customer, and (ii) Personal Data integrated into the 
service is managed by secured transmission from the Customer. 
 
4. Sub-processor Security: 
 
The Provider does not engage the services of any sub processors. 
(See clause 4 of this DPA) 
 
5. Personnel Security: 
The Provider’s staff are required to conduct themselves in a manner consistent with the company’s 
guidelines regarding confidentiality, ethics, and appropriate usage of Personal Data. The Provider’s staff 
are required to execute a confidentiality agreement and are provided with privacy and security training. 



 
 

 
6. Erasure of Content: 
 
The Customer can delete Content data within the application, and once it has been deleted it cannot be 
recovered. The Customers sub users can only delete Content data they have uploaded and once it is 
deleted it cannot be recovered. 
 
The provider will perform the same closure steps when required with the Customer subject to Clause 
10 (Return and Deletion of Personal Data). Once the final confirmation has been received to remove 
the Content data, the data is deleted and it cannot be recovered. 
 
7. Duty of confidence: 

The Provider maintains a commitment to confidentiality at all times. As part of its ISO27001 
certification requirements, the appropriate agreements are in place between the designated internal 
staff, assigned workers including any temporary workers and also the Data Centre partners with 
regards to confidentiality, which also includes restricted access on an approved permission basis. All 
access is documented and controlled by the designated Information Security Manager.   

On request, the Provider will co-operate with any supervisory authority or government authority in 
relation to the processing of Personal Data pursuant to this Agreement. 

8. Business Continuity: 
The Provider warrants that it has and will undertake to maintain a business continuity plan for its 
operations that is consistent with the international standard ISO 27001:2022. While the Provider takes 
all steps provided in this Agreement to protect your data, this does not constitute an absolute 
guarantee that a third party will not try to access, interrupt, delete or compromise your data.  

The Customer and when applicable their sub users are always still in possession of the original Content 
data on their systems and therefore remain responsible for determining the ultimate safety and 
integrity and backup of the original Content data in accordance with their required obligations under 
the Applicable Data Protection Law. 

 


